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Purpose

It is inperative that the Departnment of Defense (DoD) understands
and manages today's dynam c and grow ng information system
processing infrastructure. Through various progranms and
policies, there is an inordinate nunber of people performng
tasks as system adm nistrators. Sone of these tasks can be
performed with little know edge while others require extensive
experience. Results fromthe Eligible Receiver exercise reveal ed
the need to assure consistent verifiable skill sets for

i ndi vidual s functioning as systemadm nistrators, primarily in
support system security functions. This paper outlines three
separate |l evels and maps skills agai nst them so DoD managers can
adequately train systemadm nistrati on personnel, thereby gaining
nore efficient operational use of them and assuring information
system protection.

Introduction

Throughout this paper the termsystem adm nistrator will be used.
Servi ces and agenci es have various definitions of system

adm nistrator, but in all cases systens adm nistrators are
generalists. They install, tune, and maintain information
systens and associ ated networks. System adm ni strators:

= teach users operational duties and solve rel ated
pr obl ens,

= wite scripts/prograns,

= repair or upgrade hardware,

= with Informati on System Security Oficers, enforce
security.

Systens adm ni strators keep an information system environnment up
and running for their users.

Bef ore continuing, there nust be sone prelimnary clarifications.

1. Operating system Even though a vast mgjority of system
adm nistrators work with UNI X or Wndows NT, this guideline
IS not operating systemspecific. Systemadmnistrators are
expected to have sone experience with the operating system
used. These standards can be applied to system
adm ni strators of all operating systens.

2. Education. A college degree is not required at any |evel,
but formal education is essential for a system
adm ni strator. The understandi ng needed to be able to debug
conpl ex probl ens, tune performance, as well as understandi ng
how operating systenms and networ ks work nust cone from
formal education, re-enforced with on-the-job training.
System adm ni strators nmust have the background that allows
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themto recogni ze why sol utions work. The DoD shoul d not be
in the business of conpeting with private industry in these
areas, but supplenmenting training provided by academ a and
private training conpanies.

3. Progranm ng. Programm ng experience is required beyond the
first level. Know edge of a command | anguage i s mandatory
to automate tasks and nodify system paraneters. Know edge
of an appropriate high | evel |anguage is also inportant
since system adm nistrators should be able to conpile source
code and debug sinple problens. Systemadmnistration is not
for people who do not want to programand it is unlikely
that these individuals will progress beyond |evel 2.

4. INFOSEC. Information System Security functions are
primarily the responsibility of the Information System
Security Oficer (1SSO. Wth dw ndling resources and ever
decreasi ng manpower, oftentinmes the job of the system
adm ni strator and the I SSO bl end into one. The | NFOSEC
functions of a system administrator are:?

= working closely with the ISSO to ensure the information
systemor network is used securely,

= participating in the I NFOSEC i nci dent reporting program

= assisting the ISSO in maintaining configuration contro
of the systens and application software,

= advising the 1 SSO of security anomalies or integrity
| oophol es, and

= admnistering, when applicable, user identification or
aut henti cati on nmechani sns of the information system or
net wor k.

System administrator levels
The termlevel in this section was chosen over other semantics

for its sinplicity and relation to skill |evels used by the
uni formed services. The break down of |evels and tasks does not
take into account the practice of specialization. |In many

organi zati ons, systenms adnministrators gravitate to becom ng | ocal
experts in a specific topic (e.g., word processing, presentation
applications, routers, and e-mail applications), often with no
nore experience than a Level 1 system adm nistrator.

The termdomain is used as a way to bound the focus, or real mof
control, of any given information system managenent organi zation
regardl ess of the organization size.

1 NTISSI 4013, National Training Standard for System Adninistrators in | NFOSEC, August
1997, pg. 2.



Level 1

A level 1 system adm nistrator has been working in the field for
a while, but is relatively inexperienced. Individuals comng
fromtraining organi zations or recently graduating from service
schools is considered a trainee and would reach | evel 1 status
after a predetermned tinme of on-the-job tralnlng but not
normal |y sooner than one year on the job.?

A heal t hy domai n shoul d have a steady supply of level 1 system
adm ni strators progressing to |level 2.

Skills
Level 1 skills should include:

= at | east one year of experience adm nistrating the
rel evant operating system

= formal training for the operating system and conmand
| anguage,

= strong custoner relation skills.

Tasks
Level 1 tasks shoul d i ncl ude:

= day-today operations such as backups, restores,
addi ng/ nodi fy/ del eti ng user accounts

= installing operating systens, applications and

peri pheral s

= troubl eshooting user problens

= debuggi ng command | anguage scripts

= assisting the ISSO in access control security (i.e.
passwords, etc.)

Goals
Level 1 advancenent goal s shoul d incl ude:

= |earning why a solution works, not just how to inplenent
it

= obtaining formal training in core conputer science and
system cour ses

= obtaining formal training in organi zation or domain
speci fic courses

2 By this tinme they should be solving nore problens than they create. |f other system
adm ni strators are spending nore tine hel ping and training the individual than
spendi ng on systemtasks, then the individual is still a trainee

3 1f the level 1's are ever in the majority, the domain runs the risk of burning out

the level 2 and level 3 system adm nistrators.
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Level 2

Level 2 systens adm nistrators are the work-horses in a domain.
They performthe najority of the daily tasks that keep a domain
runni ng snoothly. They are the expert jugglers that can work
si mul t aneously on several problens. The ultimte success of a
domain is highly dependent on having a core group of level 2
system adm ni strators. At least half of the system

adm nistrators in a healthy domain should be at |evel 2.

Skills
Level 2 skills should include:

= at least 3 years of experience in admnistrating the

rel evant operating system

formal training in networking, programm ng | anguage
concepts & al gorithns

formal training in firewall nmanagenent and

t el econmuni cati on fundanental s

knowl edge of all interactions within their domain
ability to programin a command | anguage

ability to spot redundant tasks and autonate them

= strong communi cations skills. can explain solutions for
conpl ex problens to users and ot her system adm ni strators
i ndependently sol ving non-trivial problens

working in groups with other systemadmnistrators to
jointly solve problens

with the 1SSO ability to successfully inplenent security
mechani snms on networks and systenms within their domain

Tasks
Level 2 tasks shoul d i ncl ude:

= taking the lead in solving day-to-day operational problens

= inplenenting conplex operating system changes

= with the 1SSO ensuring that established security mechani sns
are functioning properly

= debuggi ng operating system application, and network
probl ens

= follow ng domain paraneters, defining default environnment
for systens for users

= maintain and enforce adherence to standards

= monitor and bal ance | oad anong servers and networks within
t he domain

» interacting with devel opers, operations centers, and support
personnel to maintain daily operations

= keeping the environnment up and runni ng snoothly



Goals
Level 2 advancenent goal s shoul d incl ude:

= obtaining formal training in core conputer science & system
cour ses

= sharing know edge with system adm ni strati on conmunity by
publ i shing articles, teaching, acting as a nentor, and
participating in conferences

= participating in special focus groups

Level 3

The nost experienced adm nistrators are few and far between.
They have successfully separated thensel ves fromthe daily
operations and concentrate on tasks that can be | everaged with
their know edge. Large domains should have one or two |level 3
adm nistrators |l eading the technical effort and setting the
policy and direction for the donmain. The absence of a |evel 3
will tend to | eave the domain with no clear direction. *

Skills
Level 3 skills should include:

= At least 5 years or nore of extensive experience
adm ni stering the rel evant operating system

= Formal training in at |least the follow ng core conputer
Sci ence courses
= (Qperating System Design

Dat a/ Al gorithm Structure
= Machine Architecture
= Networ ki ng
= Programm ng Language Concepts/ Al gorithns

= A strategic view of the domain operation/mssion, and
interaction with all external domains

= Fluency in at |east one conmand | anguage

= Experience with applicable programm ng | anguages

= Ability to work independently to quickly and conpletely
sol ve probl ens

= Ability to lead a teamto quickly and conpletely sol ve
probl ens

= Strong interpersonal, organizational, and conmuni cation
skills. Can nmake presentations, wite proposals, and
interact with managenent and ot her organi zations

= Ability to train junior system adm nistrators

4 Too many level 3 systemadnministrators will tend to produce either a committee
approach or head-butting contest. 1In either case there will not be a consistent
direction for the donain.



Tasks
Level 3 tasks shoul d include:?®

= Taking general direction from managenent and turning it into
a well thought out solution or design

= Setting and/or interpreting standards

= Pl anning and designing the architecture of their donmain

= Working with the 1 SSM and | SSCs, pl anning security
procedures, nmechanisnms, and architecture of their domain

= Tuning the perfornmance of existing domains

= Solving the tough problens that others have not been able to
fix

= Leading teans to tackle conpl ex problens

= Teaching other system adm nistrators

= Publishing guidance and | essons | earned

Level Recognition

The requirenents outlined at each | evel are rather subjective.
Servi ces and agenci es do not need anot her set of standards to
nmeet, in addition to current regulations and policies in place.
Level recognition can be |oosely based on an individual's status
within existing informati on system career panel organi zations.
Appendi x A draws fromthe National Security Agency System

Admi ni stration Specialty Job Task Anal ysis Map® and cross-
references recommended levels to job tasks. These tasks can be
suppl enented by standards listed in NTISSI 4013 and NTI SSI 4014’
Appendi x B draws from standards listed in the draft replacenent
to NI ST Special Publication 500-172% Appendix C draws from

di scussions with US Army and US Navy trainers.®

5 Nothing relating to Level 1 tasks. Lose the screwdriver!

6 NSA Conputer System Manager System Administration Specialty (CSMSA), July 1996

7 National Training Standard for Information Systems Security Officers (1SSO, August
1997

8 Informati on Technol ogy Security Training Requirements: A Role- and Perfornance- Based
Mbdel , Decenber 1997

° DISA neeting with Navy trainers in Pensacola FL, Sept 97; with Army trainers in Ft.
Gordon GA, Cct 97



